
Health Insurance Fraud 
Prevention

Using technology to prevent and 
detect billing and claims fraud
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7th Annual Health Insurance Asia –
Fraud, waste and abuse Prevention 
workshop.



HICFG Purpose

• Prevent & Detect Fraud within Health care
By;
• Sharing intelligence
• Producing Industry statistics
• Creating Investigation network
• Providing relevant technology with domain 

expertise



The environment

• Culture of “reckless billing”
• Large amounts of money to be made
• Medical confidentiality prevents scrutiny
• Complex services better understood by providers 

than payers
• Weak regulation
• Low chance of being caught.
• = RISK OF FRAUD



The size of the problem
• Fraud is endemic in all healthcare systems in the 

world especially where fee for service is paid.

• “If you do not think you have a fraud problem 
then you have not looked properly. And the more 
you think there is not a problem the worse it is 
likely to be” Dr Simon Peck Chair HCFG UK



The size of the problem

• 2003 AXA looked at 650 claims and 
estimated conservatively 5% of benefit lost 
to fraud.

• Fraud is committed by customers brokers 
staff and medical providers including 
doctors.

• So what does the problem look like?



Creative billing

• Then first example is a typical doctors 
billing fraud and shows how by breaking a 
service down onto multiple invoices or 
multiple lines on a bill charges can be 
inflated. This is very common.

• (slides removed 6 x invoices for the same 
thing under different proc codes)



• This next example shows how devious 
some misrepresentation can be. This 
case cost £250,000 and the 
perpetrator was struck off.

• He was also arrested and issued a 
caution.

Misrepresentation



Extract from a patient information site
There is no such thing as Motion Real-time 
Imaging



Extract from a patient information site
There is no such thing as Motion Real-time
Imaging (Magnetic Resonance Imaging)



Pathology 

• Currently our worst problem area in 
2010.

• No requirement for registration although 
that is changing:
– fake labs
– “non standard tests”
– double billing 
– forged documents



Double billing

A significant problem
The hospital bills and then the doctor bills as 

well for the same service often hiding it 
behind a bogus provider.



Non standard tests

Tests of no medical validity
• gut fermentation
• hair testing
• allergy testing
A significant problem. 
Patients receive meaningless results



Billing Fraud

• Billing Fraud 
• Coding 
• Unbundling 
• Over Charging (charging outside of fee maxima)

• Over Servicing 



Up coding

Another fraud is up coding or exaggerating 
treatment. It is hard to spot in individual 

claims but can be found by data mining – for 
example:



Leveraging Data As An Asset

Performant InsightTM
Data Platform

ETL
Automation

Secure, Massive, 
Query-ready Data 

Repositories

Multi‐
Dimensional
Data Prep

Expansive Set of 
Value-Enhancing, 
Analytic Models

Intensive
Analytics

Data Informatics:
Advanced Query Tools

Development Studio

Knowledge Workers:
Data Exploration & 

Discovery
Analysts:

Intensive Analytics and Claims 
Detail

Performant InsightTM
Executives: Dashboards & 

Alerts

Data Integration
Excel: 

Custom, Secure UI Add‐ins

APIs: 
SQL Server Reporting 
Services, NodeXL, etc.



Double dipping

• An insurer suspected a group practice was 
billing them and sometimes the members of 
the practice were billing as well

• The group practice bills did not identify the 
person billing

• The dates were inaccurate



Brokers

• We are aware of significant abuses and 
bad practices

• Churning policies, non disclosure of pre 
existing conditions, group schemes –
understating the risk etc.



Customers
• Non declaration
• Pre Existing injuries
• Collusion with providers to obtain 

treatment not covered.
• Forged documents



Media 



Dr B suspended March 2010



Source of cases

Referral from;
Customers
Staff
Whistle blowers (Industry hotline)
Data mining
Industry intelligence



How do we deal with Fraud
As an Industry



Industry Intelligence
Sharing



UK Industry HIFID
• Health Insurance Fraud Investigation Database
• Developed in 2007 over 25,000 names of high risk billers 

and claimers.
• 60 Insurers & public health organisations involved
• EHFCN – 18 health care providers (mainly govt health) 

in 13 countries.



HIFID
Health Insurance Fraud Investigation Database

• How does HIFID deal with this?

What is the criteria to enter a case?

That there are reasonable grounds to suspect that a criminal offence 
has been committed and requires an appropriate, transparent, 

recorded investigation in order to prevent and detect fraud. 

Provider Allegation (billing)
Suspected unbundling

Appropriate code/service –
Unbundled Code/service provided –
Reason supplied –



Industry Intelligence Pot



The HUB – Our Network



Management of Cases & Using the 
Intelligence to save money and 

prevent loss



Performant offers 
industry-leading 
visibility into claims 
identified in data mining, selected for audit, 
metrics on findings or tracking of recovery.



Data Protection
Act

• Section 29(3) provides an exemption from some 
provisions of the DPA98 

• For the purpose of preventing and detecting fraud
• System users need to ensure that they are processing 

for a specified and legitimate purpose in a manner which 
strikes a balance between the rights of individuals and 
the clear and legitimate interests of those aiming to 
prevent and reduce fraud



Terminology
Semantics

• Used to call it 
Leakage, mistake, accident, 
miscalculation, error, unfortunate error, 
administrative disaster etc etc.

• They have been replaced by the F word 
Fraud, Investigation, Prevention of a 
crime, Detection of a crime, 

• FCA fraud principle –
‘Not passing our fraud on to our 
competitors’



What is the HICFG trying to 
achieve?

• Money back
• Change in behaviour towards billing 

private insurers



Results
• Millions £ recorded savings for companies since the system was first 

implemented.
• Company A - £60k saving in first week of use due a coding scam
• Company WR - £160k saving as result of intelligence from UK & US 

companies
• Company WP – Integrated intelligence against their own billing, 

claims and new business data sources identified over 400 
practitioners that potentially fraudulently billed them.

• Pilot involving 5 international insurers looking at a years claims data 
identified industry intelligence as one of the most reliable means to 
prevent fraud.



Training



Continued Professional 
Development

(CPD)

• All Conference, workshop and training event 
• Each delegate receives a CPD certificate for their HR 

file via our accredited training partner
• CPD Data base for trained professionals – we manage 

and ensure their accreditation is up to date with the 
University of Portsmouth



Annual Training Conference



Questions?

www.performantcorp.com
rcollins@performantcorp.com

+44 (0) 2081337 322


